
Personal Data Breach Procedure 

 
If staff become aware that information has not been handled according to procedures and there is a data breach or 
potential security incident, they must report it in accordance with this procedure. 
 
When appropriate, the St Teresa of Calcutta MAC will report the data breach to the ICO within 72 hours in accordance 
with the requirements of the GDPR. 
 

1. Data protection breaches occur where personal data is lost, damaged, destroyed, stolen, misused and/or 
accessed unlawfully. 

 

2. Examples of how a breach may occur include: 

 

a. Theft of data or equipment on which data is stored; 
b. Loss of data or equipment on which data is stored; 
c. Inappropriate access controls allowing unauthorised use; 
d. Accidental Loss; 
e. Destruction of personal data; 
f. Damage to personal data; 
g. Equipment failure; 
h. Unlawful disclosure of personal data to a third party; 
i. Human error; 
j. Unforeseen circumstances such as fire or flood; 
k. Hacking attack; or 
l. ‘Blagging’ offences where information is obtained by deceiving the organisation which holds it. 

 

3. If any member of staff or Governor of St Joseph’s Catholic Primary school discovers that data has been lost, 
or believes that there has been a breach of the data protection principles in the way that data is handled, you 
must immediately or no later than within 24 hours of first coming to notice, inform the school’s Data Protection 
lead.  

 

4. Upon being notified, the school’s Data Protection lead will assess whether a breach of personal information 
has occurred, and the level of severity. If a breach has occurred but the risk of harm to any individual is low 
(for example, because no personal information has left the control of the school), then the school’s Data 
Protection lead will undertake an internal investigation to consider whether the Information Security Policy was 
followed, and whether any alterations need to be made to internal procedures as a result. 

 

5. In all other cases, the incident must be notified to the Data Protection Officer immediately, who must follow the 
Information Commissioner’s Office guidelines on notification and recording of the breach. The Data Protection 
Officer will provide advice and support on managing and responding to the data breach and advise whether 
they consider the incident to be reportable to the ICO.  The priority must then be to close or contain the 
breach to mitigate / minimise the risks to those individuals affected by it. 

 

All school staff and Governors are expected to work in partnership with the Data Protection lead and the Data 

Protection Officer in relation to the following matters 

 

Notification of Breaches 

 

Any member of staff or Governor who becomes aware of a personal information breach should provide full details to 
the Data Protection lead for the school within 24 hours of being made aware of the breach. The Data Protection lead 



will then complete the Data Breach Record Form and Incident Log. When completing the form details should be 
provided of the reporter’s name, the date/time of the breach, the date/time of detecting the breach, and basic 
information about the type of breach and information about personal data concerned. Details of what has already been 
done to respond to the risks posed by the breach should also be included. 

 

Containment and Recovery 

The initial response is to investigate and contain the situation and a recovery plan including, damage limitation. You 
may need input from specialists such as IT, HR and legal and in some cases contact with external third parties.   

• Seek assistance in the containment exercise. This could be isolating or closing a compromised section of the 
network, recovery of released documents, finding a lost piece of equipment or simply changing any related 
access codes   

• Establish whether there is anything you can do to recover any losses and limit the damage the breach can 
cause.   

• As well as the physical recovery of equipment, this could involve the use of backup records to restore lost or 
damaged data or ensuring that staff recognise when someone tries to use stolen data to access accounts.  

• Consider whether any individual affected by the data breach should be notified 

 

Assessing the Risks 

 

Levels of risk can be very different and vary on an individual breach of data security depending what is 
lost/damaged/stolen. For example, if a case file is lost then risks are different depending on type of data and its 
sensitivity with potential adverse consequences for individuals. The Data Protection lead should consider the following 
points:   

• What type of data is involved?   

• How sensitive is the data?   

• If data has been lost or stolen, are there any protections in place such as encryption?  

• What has happened to the data?   

• If data has been stolen, could it be used for purposes which are harmful to the individuals to whom the data 
relate? If it has been damaged, this poses a different type and level of risk.   

• Regardless of what has happened to the data, what could the data tell a third party about the individual? 
Sensitive data could mean very little to an opportunistic laptop thief while the loss of apparently trivial snippets of 
information could help a determined fraudster build up a detailed picture of other people   

• How many individuals’ personal data has been affected by the breach?   

• Who are the individuals whose data has been breached?   

• What harm can come to those individuals?  Consider any unique circumstances.  

• Are there risks to physical safety or reputation, of financial loss or a combination of these and other aspects of 
their life?   

• Are there wider consequences to consider such as a risk to life?   

• Loss of public confidence in the school?  

 

All staff and Governors should establish whether there is anything they can do to recover any losses and limit the 
damage the breach can cause. 

 


